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1 Introduction

Federated learning is a decentralized and distributed machine learning framework that protects the
data privacy of users [7, 16, 10]. Briefly speaking, there is one server and multiple clients in this
framework, and each client keeps its own data. The server wants to train a model over clients’ data in
a way that does not directly access these data for privacy protection. The algorithms for federated
learning share a similar scheme: (i) the server sends model parameters 6 to clients (ii) each client
updates its own copy of the model on its data for & steps and then sends the updated model parameters
{6F}N| back to the server (iii) the server updates the model by aggregating copies of parameters it
receives. Notice in these steps, there is no communication of data between clients and the server (or
among the clients), which admits protection of end users’ data privacy.

In general, the datasets collected and kept by different clients are non-IID with some shared structure
(e.g., mobile phone users in the same university/city may collect similar images, but the image contents
will be different). In addition, there are always new clients added to the network of clients that a
server communicates with, and it is desired that the model learned by the server can generalize well
to new users. This is the goal of federated domain generalization [3, 8], which aims to distributedly
learn a model over data from multiple clients that can generalize well to other unseen clients, given
that there exists some shared structure among clients.

On the other hand, the distributed learning methodology brings vulnerability to the federated learning
framework. To be specific, an adversarial client can inject malicious data into the aggregated model
by training the local model using poisoned data [17, 18]. The most common data poisoning methods
include (i) backdoor attacks [9], which force the model to make adversary-specified predictions
when an embedded trigger is observed, and (ii) label flipping attacks [1], which corrupt the decision
boundaries of the models. In the federated learning setting, different types of attacks may occur in
different clients with varying ratios. State-of-the-art Byzantine-robust algorithms [2, 4] find robust
aggregation methods that filter out malicious updates. Intuitively, non-IID clients tend to be down-
scaled in aggregation and under-represented. To design a trustworthy federated learning framework
against data poisoning while preserving the ability of generalization, we need to distinguish the
feature distribution shift caused by the poisoned samples from the natural distribution shift. Therefore,
one natural question is,

Can Byzantine-robust federated learning algorithm achieve domain generalization
on unseen domains? If not so, how can we design an algorithm that makes the
trade-off between Byzantine robustness and domain generalization?

To answer this question, we first evaluate the performance of the state-of-the-art Byzantine-robust
federated learning algorithm, FLTrust [2], in a federated domain generalization scenario. By showing
that the robust aggregation algorithm is conservative, we proposed a novel algorithm that applies a
generalization regularizer to the optimization goal and a robustness-generalization trade-off parameter
that enforce the aggregator to pay more attention to the OOD clients.
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Figure 1: The setup of our proposed scenario for federated learning with o.0.d. clients and malicious
clients.

Experiments are conducted on DomainNet [14]. Results show that our proposed method improves the
worst group accuracy in a binary classification task across 6 domains, while the attack success rate of
Distributed Backdoor Attack [18] inevitably increased due to the trade-off. We also perform ablation
studies on different attacking rates in each malicious client and different trade-off parameters.

The contribution of our project is three-fold:

* We build a challenging scenario for Byzantine-robust federated learning by taking unseen
domains into consideration. In this setting, the Byzantine-robust federated learning algorithm
needs to deal with the 0.0.d. clients and the malicious clients simultaneously.

* We show that the state-of-the-art FLTrust algorithm fails in domain generalization tasks by
being too conservative in aggregation.

* We propose a novel method for training domain-generalizable models in a federated setting
and define a trade-off parameter that controls the robustness and the generalization of the
model.

2 Problem Setup

In our proposed scenario we proposed the challenging scenario where a federated learning model is
trained with the existence of 0.0.d. clients and malicious clients. The overall setup is shown in Figure
1. To be specific, in our framework, we have the server S and N clients C; for ¢ € N. Following
the training pipeline in [11], (i) the server distributes the global models to the clients; (ii) the clients
train local models using private data and update to the server; and (iii) the server aggregate the
local models. To make the algorithm Byzantine-robust, we adopt the FLTrust [2] algorithm, which
requires the server to maintain a clean dataset Ds. In aggregation, the public dataset serves as the
root of trust. Meanwhile, to evaluate the robustness of the algorithm, we introduce the attacker clients
C 4. To take domain generalization into consideration, our dataset will be from k£ + 1 domains, i.e.,
D = {D!,... ,D*}. Specifically, we leave one domain D! out as the unseen domain to perform
the evaluation for domain generalization. In addition, the server dataset only contains data from k — 1
domains, ¢.e., Dg = {Di, S ,Dkil}, while the client contains data from k& domains. While every
client only contains data from one domain, we can separate our benign clients into IID clients C;
whose data is D%, j € [1,k — 1], and o.0.d. clients Co whose data is Dg. Therefore, in the local
update, data from all &£ domains are involved in training, however, in the global aggregation, the root
of trust only contains data from k£ — 1 domains. This setting will make the server treat the clients
from the 0.0.d. domain as attackers, and consequently defect the domain generalization.

3 Observation on FLTrust

To justify our setup, we perform a simple visualization using the FLTrust algorithm on the DomainNet
dataset. The aggregation rule of FLTrust algorithm is shown in Figure 2. Given the server training
on the public data and the local update on the private data, the FLTrust considers both the server
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Figure 2: Ilustration of FLTrust aggregation rule.
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Figure 3: The cosine similarity between the local updates and global updates using FLTrust.

model update and the clients’ local model updates and filters out the local update that deviates from
the update direction of the server update. To measure how the local update deviates from the server
update, FLTrust calculates the cosine similarity between the updates. Therefore, in this experiment,
we locally train models on all the clients in our domain generalization setting for one epoch and
measure their updates. We also perform one round of the server update and calculate their cosine
similarity. The resulting cosine similarity is as shown in Figure 3. While Domain-1 and Domain-3
are the two most challenging domains in DomainNet, i.e., their feature distribution is very different
from the rest domains, we can see their cosine similarly with the global update is also very small.
This is because the FLTrust algorithm cannot distinguish the update direction misalignment caused by
0.0.d. data and poisoned data. FLTrust is too conservative by filtering out all the misaligned updates,
which is not an issue if the domain data share similar distribution with the server data. However, if
we simply perform FLTrust on the domain generalization setting, the weight for the 0.0.d. domains
will be downscaled, which leads to a failure on domain generalization tasks. We thus propose an
algorithm that can encourage domain generalization and trade off the robustness with generalization.

4 Methods

In this section, we elaborate on our proposed methods. First, we introduce our improvements on
the model structure and optimization goal. Then, we explain how we trade-off the robustness and
generalization. The detailed algorithm is shown in Algorithm 1.



Algorithm 1 FLTrust-Anchor

Require: The server dataset Dg. The k client datasets De = {Di|i = 1,--- ,k}.
1: Server executes:
2 for global epocht =1,2,--- ;T do
3 for cach clienti = 1,2, --- , k in parallel do
4: g/t MMD} " « ClientUpdate(i, 6%)
5 gitl « ServerUpdate(w?!)
6 Wyr—dg < ComputeAggregationWeight(gi !, gt+l, MMD! ', )
7 O 0+ L Wi gy
8: End
9:
10: ClientUpdate(i, 0): > Execute on client k
11: Receive 6 = {wy, w.} from server
12: Wo < Wy
13: for local epoche =1,2,--- , E do
14: Update wy on Dg and the fixed anchor a to minimize £ = CE + Lymp
15: g wy —wo
16: Upload the trained g the final Lyyp to server.
17: End
18:

19: ComputeAggregationWeight(g,, g., MMD, v):

20: for each clienti =1,2,--- ,k do
ReLU(cos(g, 8., ))

21: W%,T < 371 ReLU(cos(g, .8.,))

) i __cexp(MMD;)
22 W?dg «— E;?=1 exp(MMDj_) .
23: Wir—ag = (1 —=7) - Wy, + 7 Wg
24: Return wy,_gg4.
25: End

4.1 Anchor-Base Simplex-ETF Classifier

Intuitively, domain generalization can be achieved if the feature extractor learns a domain-invariant
feature. In another word, we want the learned features share a similar distribution across all the
domains. Therefore, we propose that, by adding a regularization term, we can align the features to
the same distribution. We call the target distribution an Anchor. An illustration is shown in Figure 4.
Given the anchor, we calculate the maximum mean discrepancy loss between the learned domain
feature and the anchor distribution. In optimization, we minimize the MMD loss to regularize the
features extracted by F'(-), so that the distribution of the extracted features can be shifted towards the
anchora = N (u, %).

To choose an appropriate anchor, we take advantage of the fact that neural features tends to collapse to
a single point with infinite long time of training [12]. The feature from different classes will also form
a simplex-ETF. In addition, the speed of collapse can be accelerated if we directly fix the classifier into
a simplex-ETF [5]. Given all features in training across all domains can form the same simplex-ETF,
we take the vertices if the simplex-ETF as the mean of the class-conditional anchors, and fix the
model classifier into the simplex-ETF classifier. Intuitively, all the feature across the domains will
align with the vertices of the simplex-ETF, and domain generalization can be consequently achieved.



Figure 4: Illustration of the simplex-ETF anchors. The star indicates the mean of the anchor
distribution. The triangle indicates the mean of the domain feature distribution. The red dash line is
their maximum mean discrepancy. The black line is the fixed classifier.

4.2 Trade-off between Robustness and Generalization

The aggregation rule in FLTrust is being too conservative by scaling down or filtering our all the local
updates that do not have the same direction as the server update. To be specific,

i RCLU(COS(gsagCi)) (1)
Wor = S ReLU(cos(gs, ge,))
i=1 §1JCq

where w  is the Byzantine robustness weight for the i'" client. g5 is the gradient vector for the
server update and g, is the gradient vector for local update of the i** client. FLTrust calculates the
cosine similarity of the clients’ updates and the server update. It then filter out all the updates that
has negative cosine similarity by taking the ReLU operation. Then, all the weights are normalized
to sum to 1. However, as we shown in Section 3, such filter according to cosine similarity cannot
distinguish the clients from the poorly generalized domains and the poisoned domains. Therefore, we
want to slightly relax such criterion, by scaling up the local updates that do not generalize well, i.e.,
the MMD loss is large. Specifically,

wi — __CXD(MMD( A (j10,0,))
7 S exp(MMD (% A, 02)

@

where w’, , is the domain generalization weight for the it" client. We calculate the MMD of the

clients’ features z* and the fixed anchors A/ (tq, 04). We then calculate the softmax of the MMDs to
build the domain generalization weight. To control the trade-off between the Byzantine-robustness
weight and the domain generalization weight, we adopt a trade-off parameter ~, and the resulting
robustness-generalization weight becomes

Wyr—dg = (1 =) - wer + 7 - Wag. 3)
By controlling v, we can decide whether be more conservative against poisoned data or be more

generous for domain generalization. In FLtrust, the local gradients are also normalized according to
the magnitude of the server gradients. Thus, the weight for aggregation is

[1ge: |
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“

T,
W = Wpp_dqg -

where w' is the aggregation weigh for the i*”* client’s update.



Figure 5: Some sample data in our problem setting. Each column represents data from one domain.
The first row is the clean data, the second row is the poisoned data with the global trigger. In the
training phase, only one of the four triggers will be injected into the target class.

S Empirical Study

5.1 Experiments

We perform empirical validation of the proposed algorithm on a multi-domain dataset, DomainNet
[14], which contains images of objects from six different domains: cliparts, inforgraph, painting,
quickdraw, real, sketch. Among these, inforgraph and quickdraw are the two most challenging
domains.

Task In order to study domain generalization in the federated learning setting with data poisoning,
we perform a custom binary classification task on DomainNet:

* Target: Maximizing the Worst Group Accuracy (WGA) of a Furniture vs. Mammal task on
the six domains, while minimizing the Attack Success Rate (ASR).

* Poisoning Attack: Distributed Backdoor attack [18], which injects local triggers into
different clients during training, and evaluates the attack success rate using the global
triggers. We will attack the Furniture class by injecting triggers to the image in the class.

* Dataset Splitting:

[J Server: 1% of the training data from domain painting, quickdraw, real, sketch. Data
from domain cliparts, inforgraph are invisible to the server.

0] Clients: The rest data from domain inforgraph, painting, quickdraw, real, sketch. Each
domain has 20 clients. Among the 20 clients, 4 clients are attackers and 16 are benign
clients. The clients containing data from domain inforgraph is the 0.0.d. domain. To
sum up, there are 100 clients, 80 of them are benign clients and 20 are attackers.

O Evaluation: We use the testing split of the dataset. Notice that in the evaluation, we first
test on the original testing set to evaluate domain generalization. Then, we inject global
triggers into the Mammal class and evaluate the attack success rate on the poisoned
data. Some samples of the data is shown in Figure 5.

Empirical Implementation We implement our code in PyTorch [13] on a single NVIDIA A6000
GPU. Specifically, we adopt the following techniques and hyper-parameters

* Network structure: ResNet-50 [6] with fixed simplex-ETF classifier [5].
* Optimizer: SGD [15] with learning rate le — 3 and weight decay 5e — 4

* Training Paradigm: We train our model 100 global epochs. In each round, 10 out of the
100 clients are sampled, and each client has a batch of 64. If the client is a benign client, it
locally trains for 10 iterations. If the client is an attacker, it locally trains for 20 iterations
and scales up the local gradient 50 times. In attacker, 20 out of the 64 images in each batch
are poisoned images.

* The trade-off parameter: v = 0.4
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Figure 6: The change of WGA and average ASR after applying our proposed algorithm with varying
attacking rate and trade-off parameter .

Empirical Results We present our empirical results in Table 1 and Table 2. As we can see,
our proposed algorithm indeed improves the WGA over the baseline (FLTrust) in our domain
generalization task on DomainNet data. Meanwhile, as expected, the attack success rate of our
method is increased. These results clearly show that our proposed algorithm makes the trade-off
between domain generalization and Byzantine robustness.

Method | clipart infograph paint quickdraw real  sketch | avg. acc. worst acc.
FLTrust | 82.88 71.46 85.39 72.36 95.63  82.23 83.00 71.46
Ours 82.84 74.32 85.49 74.54 9432 8231 83.49 74.32
Table 1: Accuracy of our proposed task on DomainNet.
Method | clipart infograph paint quickdraw real sketch | avg. ASR best ASR
FLTrust | 14.61 11.47 19.86 5.49 377 15.15 9.00 19.86
Ours 21.02 12.41 29.15 5.77 7.83 23.84 12.91 23.84

Table 2: Attack success rate of our proposed task on DomainNet.

5.2 Ablation Study

To explore how the attacking rate and trade-off parameter will affect domain generalization and
Byzantine robustness, we performed an ablation study by varying the attacking rate and the trade-off
parameter. The results are shown in Figure 6. The left figure shows the WGA improvement (can
be negative) of our proposed method over the original FLTrust with different attacking rates and
trade-off parameters . The right figure shows the average ASR will raise as the WGA improves. We
can tell from the figure generally we want a larger v when the attacking rate is high. To be specific,
we notice that when the attacking rate is 0.47, the improvement is in WGA it the higher if complete
aggregate the local models according to the MMD loss. Intuitively, this is because DBA succeeded
in attacking federated models by having the framework to learn the spurious feature (trigger). By
requiring all the domains to learn the same distribution, we can also train a robust model that only
depends on causal features but not the triggers. However, this hypothesis needs more experiments
and theories to prove.

6 Summary

In this project, we proposed a novel and challenging scenario: when o0.0.d. clients and mali-
cious clients coexist in federated learning, how can we achieve domain generalization while being
Byzantine-robust against the poisoned data? To demonstrate that this task is non-trivial, we first
show that the state-of-the-art FLTrust algorithm fails in aggregating clients from o0.0.d. domains.
We then proposed our method to trade off Byzantine robustness and domain generalization. We



show the effectiveness of our method on a binary classification task. Due to the limitation of time
and computation resources, we only perform experiments on one dataset using one robust federated
aggregation algorithm and one federated data poisoning method. In the future, more experiments can
be conducted to explore how our proposed method can be applied to other attacking and defending
scenarios. We believe balancing domain generalization and Byzantine robustness is an important
topic to be worked on before federated learning can be applied in the industry, and we hope our
project can inspire future works to further explore this field.
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